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Overview

The Federal Government views open source as critical for enhancing our digital services and mission capabilities.
The U.S. government and others view open-source software—blocks of code that are publicly accessible for anyone
to use—as vital in the development of new services, systems and technologies. The use of open-source code has
become ubiquitous in the Federal sector in recent years. Our digital adversaries recognize this and are capitalizing
on open source code malware campaigns to wreak havoc on our critical infrastructure.

In 2022, it was reported by Checkmarx that a 1,500% increase in opensource campaigns we created to exploit the
open-source repositories. "The threat actors create malicious websites and publish empty packages with links to
those malicious websites, taking advantage of open-source

ecosystems' good reputation on search engines." The battle against threat actors poisoning our software supply
chain ecosystem continues to be a growing challenge, as attackers constantly adapt and surprise the industry with
new and unexpected technics.

ReversinglLabs empowers modern software development, security operations center teams and forward operating
units to protect and defend our critical infrastructure from sophisticated software supply chain security attacks,
malware, ransomware and other threats.

The Reversinglabs reverse engineering platform analyzes any file, binary or object including those that evade
traditional security solutions. The platform unifies operators, Dev and SOC teams with transparent and human
readable threat analysis, arming developers, DevSecOps, SOC analysts, cyber operators and threat hunters to
confidently respond to software tampering and security incidents. Given the pace and complexity of Federal
missions and platforms, Reversing Labs solutions seamlessly integrate, rapidly scale, and provide interfaces which
allow each side of the interface to independently evolve. Segmented standard interfaces, as well as automation and
autonomy, are key elements of any solution.
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Vulnerabilities and Exploits Discovery and Analysis

Defensive Cyber Operations Teams need the ability to scan and collect from a variety of sources to identify,
analyze, and report events that occur or might occur within the edge network to protect information, information
systems, and networks from threats. Reversing Labs provides industry’s best capabilities to the warfighter for
identifying and remediating malware in over 4,000 types using automation saving 100 of hours in manual analysis
work. This capability allows Cyber Protection Leadership to quickly ensure kits and capabilities are always mission

ready.
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Modeling & Predictive Analytics

Modeling and Predictive analytics are necessary capabilities which provide the ability to detect highly advanced
nation-state cyber implants and supply chain attacks within Federal systems. Modeling helps capture behavioral
based observations rated to the cyber vulnerability. Predictive analytics allow users and decision makers to

anticipate possible future states, either as a result of taking no action or from pursuing various alternatives. The

need for highly tuned cybersecurity sensors, supported by automation and machine-assisted decision making are
required for threat correlation, hunting, and response.

Conventional malware products focus on detecting malware while treating unknown files as good, essentially
overlooking them. As the amount of malware that evades detection grows, the need to profile, track and correlate
undetected files becomes imperative to limit the impact of incidents and breaches. This intelligence data helps
close the visibility gap between malware detection and tedious and expensive post-breach reconstruction.

To effectively pull together precise models and predictive analytics organizations rely on authoritative file
reputation services to check the reputation of each file against an extensive database of known goodware and
malware.
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Software Supply Chain Security

Risks to the software supply chain have never been greater. The consequences of software supply chain attacks
were made well-known thanks to the SolarWinds compromise of December 2020. Since the SolarWinds attack,

countless other attacks and proof-of-concepts have arisen stemming from several vulnerable risks. These risks,
such as open-source software, software tampering, malicious binaries, and insider developer threats have become
a necessity to manage.

We enable Federal stakeholders to collaborate and integrate our analysis tool throughout the entire software
development lifecycle. By using Reversinglabs we provide improved prototype frequency, rapid product delivery to
our cyber defenders, ultimately a delivering a lower failure rate on tools development. Improved collaboration and
secure code between organizational teams and industry enables us to achieve faster prototyping and delivery to
our global cyber defenders.
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