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F500 Insurance Company:
Scaling File Analysis
Workflows with Spectra
Analyze

A leading insurance and financial services company selected
ReversinglLabs Spectra Analyze to enhance its existing SOC
workflows for malware detection.

Not only were they looking for deeper file analysis capabilities,
but also to effectively scale the volume of files analyzed.

File Unpacking and Classification

One of the capabilities that stood out for the company was
Spectra Analyze’s ability to automatically unpack and classify files
at higher volumes and speeds, allowing them to greatly scale
their processes.

Not only were they able to increase operational efficiencies in the
SOC, but they also improved their threat detection efficacy and
overcame existing classification issues they were experiencing
with other tools.
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CUSTOMER: Large Insurance
Company

HEADQUARTERS: United States

EMPLOYEES: 35,000+

INDUSTRY: Insurance and
Financial Services

W RL caught many threats
that other tools missed. //

Lead Information Security Analyst

CHALLENGES:

® |ncreased file volumes

e Lack of deep analysis
capabilities

e Manual analysis processes

SOLUTION:

e Spectra Analyze drives
greater efficiency and
efficacy in file analysis
workflows to stop more
malware

TRUST DELIVERED



loC Attribution, Expansion,
Pivoting, and Threat Detection

They also placed great importance on gathering intelligence
around attacker infrastructure associated with threats
experienced within their organization. This intelligence is used by
multiple teams, including the CTI team, security analysts, CSIRT,
detection engineers, and Red Team members.

Spectra Analyze enabled them to identify additional threat leads
through the purposeful intersection of local intelligence with
select global data sets from ReversingLabs' industry-leading
threat data repository, helping build a robust picture of threats the
organization is or could be facing in the future.

Privacy

Given their business and the sensitive nature of the data they
handle, privacy is of the utmost importance.

This is another reason they chose ReversinglLabs, as each
solution is built with the highest levels of privacy and trust.
Spectra Analyze provides privacy by default, including private file
analysis, a private datastore, and customer-controlled sharing
options.

Learn More About
RL Solutions

CONTACT US TODAY

RESULTS:

e Streamlined analysis workflows
and improved operational
efficiencies

e Fast, in-depth file analysis to
speed triage and investigations

e Better malware threat
classification and efficacy
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ABOUT REVERSINGLABS

ReversinglLabs is the trusted name
in file and software security. We
provide the modern cybersecurity
platform to verify and deliver safe
binaries. Trusted by the Fortune
500 and leading cybersecurity
vendors, RL Spectra Core powers
the software supply chain and file
security insights, tracking over 422
billion searchable files with the
ability to deconstruct full software
binaries in seconds to minutes.
Only ReversinglLabs provides that
final exam to determine whether a
single file or full software binary
presents a risk to your organiza-
tion and your customers.
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Worldwide Sales: +1.617.250.7518
sales@reversinglabs.com
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