
 

Introduction
Malware continues to increase in sophistication and routinely evades organizations’ cyber 
defenses. It lurks inside networks, often for months, executing or waiting to execute 
attacks that can cause significant damage. Even though the industry has developed 
various technologies to bolster detection and response, the situation persists. Today the 
discovery of successful attacks is still measured in months and containment in weeks, 
meaning average dwell time from compromise to containment remains intolerably high. 
Organizations must develop new strategies for combatting malware that evades their 
defenses. 

New strategies for combatting advanced malware must move beyond existing detection 
approaches and focus on filling the defensive gaps that allow zero-day, polymorphic, and 
evasive malware attacks to succeed regularly. These gaps occur because existing malware 
analysis tools are all either too narrow in focus, too slow, too reactive, too easily defeated, 
or they suffer from some combination of all these problems.

New technologies in artificial intelligence (AI) and machine learning (ML) offer the potential 
for improved detection and identification, especially across large data sets such as 
network traffic. However, existing statistical models focus on connecting patterns or 
anomaly-based indicators of compromise (IOCs) – 
not on the underlying malware. Finally, there are reverse engineering and debugging tools – 
what are commonly referred to as static analysis. For advanced malware, reverse 
engineering using debuggers, disassemblers, de-obfuscators, and other specialized tools is 
often the best approach to truly identifying and understanding malware. However, being 
both resource- and time-intensive means it is rarely used in automated detection and 
response processes. 
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Executive Summary
Vulnerability reports to MITRE Corp’s Vulnerabilities and Exposures (CVE) list, part of 
NIST’s National Vulnerability Database (NVD), are accelerating. New vulnerabilities in the 
first half of 2022 outstripped the same period in 2021. At the current rate, more than 
24,000 vulnerabilities will be added to the NVD this year—breaking last year’s record of 
slightly more than 20,000.

Meanwhile, analysis of the data conducted for ReversingLabs by Lemos Associates 
suggests that the jump in vulnerabilities in recent years is likely to continue, as more private 
and public sector organizations take part in the CVE program as CVE Numbering 
Authorities (CNAs) and as open source- and third-party code attract the interest of both 
security researchers and malicious actors. 

Seen in the context of rising tide of software supply chain attacks, the growth in reports to 
the NVD suggest that the focus of malicious actors is shifting. And yet, the NVD is still 
dominated by flaws in a handful of legacy platforms by firms including MIcrosoft, Red Hat, 
Google, Apple and Oracle. 

This rise in software supply chain attacks is a call to action for NIST. NVD is a critical 
resource for both software development and security organizations. To remain relevant, 
however, the scope of NVD needs to expand to capture the full breadth of vulnerable 
platforms and applications, as well as the diversity of security exposures (the “E” in 
CVE)—including malware injections, software tampering and secrets exposure, which 
threaten supply chain integrity. 

Such a shift would empower security and software development teams responsible for 
software security to likewise expand the scope of their security approach to address 
software supply chain exposures that are currently being overlooked.

Vulnerabilities Surge, Leaving Companies Scrambling
S E C T I O N  1

ReversingLabs’ analysis of vulnerability reports to MITRE Corp’s CVE list shows a 
continuing trend of rapid growth that began five years ago, in 2017, when the number of 
vulnerabilities assigned an identifier in NIST’s Common Vulnerabilities and Exposures 
(CVE) database more than doubled from the previous year. 

That jump coincided with an increase in the number of CVE Numbering Authorities (CNAs), 
after MITRE began a program of delegating the assignment of CVEs to other prominent 
technology and security firms, as well as industry groups. In each successive year, 
vulnerability reports have ratcheted higher, adding an average of 1,400 reports each year 
over the past four years. 

So far, in 2022, the disclosure of vulnerabilities jumped even higher. In fact, if the number of 
reports in the second half of 2022 keeps pace with the first half of the year, software 
companies and maintainers will likely have to contend with almost 24,500 reports in 
2022—a 22% increase over the previous year.

That steady growth poses a challenge for security and development teams alike.
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Chris Romeo
Co-founder and chief security officer of Security Journey

How many of those issues are buried deep within a 
library, and the code is never accessible when included 
in a modern application?

"Over 24,000 is a daunting number—it's tough to make headway against that sort of 
number," says Chris Romeo, co-founder and chief security officer for Security Journey, a 
provider of application security training. Fortunately, all of those vulnerabilities won’t be 
remotely exploitable. 

Still, the sheer volume of vulnerabilities means that companies that aim to patch every 
vulnerability are going to struggle to keep ahead of the tide of new vulnerabilities. Not only 
do organizations have to determine which of the tens of thousands of vulnerabilities need 
to be patched, but they also need to address any backlog of vulnerabilities from previous 
years. In many ways, trying to keep up with the growing number of vulnerabilities can be an 
exercise in futility.

VULNERABILIT Y T RENDS: MORE SOF T WARE, MORE HOLES
What is driving the surge in vulnerability reports? The answer to that question is 
complicated, but it is safe to say that the growing number of vulnerabilities in the NVD does 
not represent a relative decline in the security of software. Rather, it speaks more to the 
scope and management of the CVE list and NVD. 

Over the last two decades, vulnerabilities reached a number of plateaus. Before 2005, the 
number of vulnerabilities assigned a CVE identifier never passed 2,500, and for more than 
a decade after that, disclosed issues fluctuated between 4,000 and 8,000 reports. Rather 
than a measure of the true number of vulnerabilities discovered by researchers and used 
by attackers, the number of CVE identifiers was often limited by the capabilities of the 
MITRE CVE team.

In 2016 and 2017, MITRE began inviting more organizations to report vulnerabilities, 
designating them as CVE Number Authorities (CNAs). Thereafter, the number of 
vulnerabilities surged—doubling in 2017, and surpassing the previous years every 
subsequent year. Again, this surge wasn’t representative of a marked decline in software 
quality, but instead loosening access to the system by which CVEs were assigned.
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The expansion of CNAs continues in 2022, with more coming CNAs representing a broader 
swath of the software development and security research community. 

20
02

 -

2,156

20
03

 -

20
04

 -

2,451
1,527

20
05

 -

4,932

20
06

 -

6,608

20
07

 -

6,516
20

08
 -

5,632

20
09

 -

5,732

20
10

 -

4,639

20
11

 -

4,150

20
12

 -

5,288

20
13

 -

5,187

20
14

 -

7,928

20
15

 -

6,494

20
16

 -

6,449

20
17

 -

14,664

20
18

 -

16,510

20
19

 -

17,306

20
20

 -

18,324

20
21

 -

20,152

20
22

 -

24,495

12,550

Monthly CVE volume compared to CNA count  
Source: CVE data from the National Vulnerability Database as of July 08, 2022. CNA data 

collected from Internet Archive versions of cve.mitre.org/cve/cna.html and cve.org

Figure 2. The number of monthly CVEs has grown with the number of CVE Number Authorities (CNAs).
There are now 240 participating organizations.
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Figure 1. Following the expansion in CVE Numbering Authorities (CNAs) in 2017, vulnerability disclosures took off. By the first half of 2022 vulnerability 
reports were at 12,550. If the current reporting trend continues, the number of disclosures will have jumped by 22% over the previous year, to 24,495.



Our analysis suggests that the lion's share of the growth in disclosed vulnerabilities is a 
function of better reporting, as MITRE distributed the workload for vetting vulnerabilities. 
As Figure 2 shows, the number of monthly CVEs has grown with the number of CNAs, of 
which there are now 240 participating organizations. 

The number of reported vulnerabilities is directly related to the number of products 
covered, as shown in Figure 3. In other words, the jump in the number of vulnerabilities 
witnessed over the last five years did not happen in a vacuum, but arrived as more 
software companies began working with MITRE, followed by a commensurate increase in 
the number of products covered.

WH Y VULNERABILIT Y COUN T S ARE NOT T HE WHOLE S T ORY
The nearly four-fold growth in reports to the NVD since 2016 doesn’t mean that malicious 
cyber actors have four times the number of targets in 2022 as they did six years ago. 
That’s because many of the CVEs assigned under the new system correspond to minor 
flaws and application bugs that have “no practical security impact,” says ReversingLabs 
co-founder and Chief Software Architect Tomislav Peričin. 

By opening the doors to other organizations to assign CVEs, MITRE enabled the NVD to 
scale, but that has also meant the organization is more accepting of requests to get a CVE 
assigned than was the case when all CVE requests were routed through MITRE itself, 
Peričin said.

Figure 3. Over the past two years, as the number of covered products increased, 
so did the number of reported vulnerabilities.
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as a function of 
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That’s in line with patterns of vulnerability reporting in prior years. With more than 3,500 
vendors reporting vulnerabilities, most software development teams only deal with a few to 
tens of vulnerabilities. The top-20 vendors account for about 8,000 vulnerabilities, just one 
third of the total in 2021, underscoring the long-tailed distribution of CVEs  (and by 
extension, affected companies, organizations, and projects) that make up the current 
software ecosystem.

As for attacks: fewer than 800 vulnerabilities are currently being exploited by attackers 
across all disclosed CVEs, according to the U.S. Department of Homeland Security’s 
Cybersecurity and Infrastructure Security Agency (CISA). By far, Microsoft products are the 
most targeted software (see Figure 4), with 234 vulnerabilities exploited by attackers, while 
Adobe's applications come in a distant second place with fewer  than 60 issues targeted by 
attackers.

But there is evidence that the ground is shifting. For example, NetApp, an enterprise 
software vendor, and Siemens, a maker of industrial control software, both ranked among 
the top 20 vendors based on the number of reported vulnerabilities, as security researchers 
scrutinized their products.

EN T ERPRISE SOF T WARE MAK ERS, LINUX DIS T RIBU T IONS T OP VENDOR LIS T
As for the vulnerabilities reported in the first six months of 2022? Most accrue to a short 
list of major software vendors.  Linux distributions Fedora and Debian account for 1,123 
and 958 vulnerabilities, respectively, and rank first and third on the list of software firms 
affected by reported issues. Google, Microsoft, Oracle and Apple accounted for more than 
500 vulnerabilities each.
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Figure 4. Large software companies and popular Linux distributions continue to be targets.
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GIT L AB AND GIT HUB AND JENK INS…OH M Y !
GitLab is another notable addition to the list of vendors with the most vulnerabilities. The 
popular DevOps platform provider was the (non-OS) application with the third highest 
number of vulnerabilities reported, behind Google Chrome, but ahead of both Mozilla 
Firefox and Microsoft Office. 

The company is a relative newcomer to the list of vendors with the most reported 
vulnerabilities. It is also one of the new CVE Numbering Authorities (CNAs). GitLab’s 
presence on the list of top applications underscores the impact of security researchers 
(and, presumably, attackers) broadening their horizons and focusing on finding ways into 
the enterprise. Those forays include assessments of not just open source modules, but 
also the DevOps tools and platforms that are integral to most software development teams 
these days.

The company sits at that nexus, while the scope of its position as a CNA, which 
encompasses both vulnerabilities in the GitLab platform and “any project hosted on 
GitLab.com in a public repository, and any vulnerabilities discovered by GitLab that are not 
in another CNA’s scope,” ensures that vulnerabilities in public GitLab hosted projects will 
receive CVEs and be reported and added to the NVD. GitLab joins several other DevOps 
platforms and applications as CNAs, including Microsoft-owned GitHub, Jenkins, Node.js 
and more.

Google Chrome

NetApp OnCommand Insight

GitLab

NetApp SnapCenter

Huawei EMUI

HONOR Magic UI

MySQL

Mozilla Firefox

GPAC

NetApp OnCommand Workflow Automation

Siemens Teamcenter Visualization

Siemens JT2Go

NetApp Active IQ Unified Manager

NetApp Cloud Backup

Microsoft Office 73

92

102

107

110

112

113

122

124

144

145

155

156

230

308

Top 15 applications by 
CVEs reported in 2021

Source: CVE data from the National 
Vulnerability Database as of July 10, 2022

Figure 5. Google Chrome tops the list, but the list has shifted to less common software 
as security researchers shift their focus to enterprise applications.
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OPEN SOURCE FL AWS FEED SOF T WARE SUPPLY CHAIN AT TACKS
Indeed, focusing on vulnerabilities in commercial and in-house products excludes a 
growing source of insecurity: the open-source software libraries and components that 
form the foundation of, by some estimates, 75% of applications. More than 90% of 
applications use at least one open-source component. 

Despite that, many software developers do little to track the vulnerabilities in the 
components and libraries on which their applications depend. In the case of Apache Log4J 
2, for example, the vulnerabilities discovered in December 2021 will be around for years 
because developers are slow to update their applications. And Log4J is often not imported 
directly into a software project but from a component that is five layers deep, an analysis 
conducted by Google found. The company found some dependency chains for the 
component descended through nine different code imports before researchers found the 
library that added Log4J. 

For attackers, vulnerabilities in such dependencies give them the ability to exploit a far 
wider swath of applications than targeting a single codebase. Google originally found 
nearly 36,000 programs that used Log4J, potentially making those applications vulnerable. 
With such a force multiplier, common—and often overlooked—software components are 
becoming a favored target of attackers.

A report by the U.S. Cyber Safety Review Board (CSRB) warned that the threat posed by 
Log4J will linger for decades, with big implications for development organizations and 
those who maintain open source projects. CSRB recommended that development 
organizations ramp up secure software development practices by adhering more closely to 
standards like ISO 27034:2011160 and NIST’s Secure Software Development Framework, 
while also embracing practices like Software Bills of Materials (SBOMs).

Open source maintainers should also step up their games: making greater use of source 
code scanning tools and formalizing communications with researchers and the broader 
community around security issues, CSRB said in its report (PDF).

SOF T WARE SUPPLY CHAIN WOES WILL DRIVE VULNERABILIT Y COUN T S HIGHER
Already, efforts are afoot to stem the flood of vulnerabilities and other security issues in 
open source code. The Linux Foundation and its Open Software Security Foundation 
(OpenSSF) along with the U.S. government, and private companies, such as Google and 
Microsoft, are focusing on providing resources to at least 1,000 critical open-source 
projects.

An immediate side effect of such efforts will be to better identify and document 
vulnerabilities in these projects, which will expand the number of products covered by CVE 
programs and increase reported vulnerabilities. In fact, the greatest room for expanding the 
CVE program lies in the coverage of the critical projects that make up the software supply 
chain—and that expansion will fuel a rise in yearly vulnerabilities for the near future.
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That’s especially true as more popular and widely-used CI/CD platforms like CodeCov, 
CircleCI and Bamboo join the likes of GitLab, GitHub and Jenkins by becoming CNAs. As 
incidents like the supply chain attack on CodeCov illustrate, vulnerabilities and exposures in 
these critical platforms can have wide-reaching implications for the broader open source 
and developer community. In that attack, an error in CodeCov’s Docker image creation 
process allowed a malicious actor to extract the credential required to modify the 
company’s Bash Uploader script. The compromise of CodeCov resulted in a massive 
supply chain attack against CodeCov customers, including the theft of developer 
credentials, and so on.

OpenSSF is encouraging the use of features such as two-factor authentication to protect 
maintainer accounts from hijacking attacks. At the same time, projects like sigstore.dev, a 
collaboration between OpenSSF, Cisco, Google, Red Hat, HP and other firms, is promoting 
technology to streamline digital code signing to verify the authenticity of software supply 
chains that use open source components.

Attackers Shift Their Focus to the Software Supply Chain
In the past, exploits tended to focus on standalone applications and operating systems 
running on desktops, laptops, and servers. Since 2017, the focus of malicious threat actors 
has shifted from attacking vulnerabilities in desktop, mobile or web applications to the 
software components used to develop all of those programs. 

In March 2020, for example, researchers discovered that attackers infiltrated the 
development environment of network management firm SolarWinds, placing a backdoor in 
the company's software that infected more than 18,000 companies as the company 
regularly updated its systems.

Over the past few years, attackers have also used a variant of typosquatting (registering 
common misspellings of a target organization's domain) to create malicious packages that 
have a name similar to popular libraries—a technique known as dependency confusion. In 
2017, for example, the Python Package Index (PyPI) discovered 10 different malicious 
programs posing as common software dependencies, after being warned by the Slovakian 
Computer Security Incident Response Team (CSIRT).

While this shift adds complexity to the work of the vulnerability hunter, the “upside” is 
considerable. Instead of finding one-off vulnerabilities in specific products, researchers or 
malicious actors who can find and exploit flaws in software components and infrastructure 
find they can undermine the security of many software programs and services that rely on 
them.

S E C T I O N  2



Top 15 operating systems
by CVEs reported in 2021

Source: CVE data from the National 
Vulnerability Database as of July 10, 2022

Figure 6. Unsurprisingly, the most common operating systems—Linux, Android, Windows, 
MacOS and iOS—attract the most research and disclosures. 
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Chris Romeo
Co-founder and chief security officer of Security Journey

As an attacker, I'm going to go after enterprises to see if 
they have exposed instances of their development 
pipeline. We need to get the right tools and find the 
problems in our own supply chains. We, as an industry, 
are not using the tools consistently and correctly.

MIND T HE (LONG) TAIL OF VULNERABILIT IES
Looked at from the perspective of assigned CVEs and vulnerability reports, the shift under 
way in the source of CVE reports to NVD may be hard to appreciate. A glance at the 
software flaws documented in the NVD for 2022 looks like more of the same. A hefty 
portion of vulnerabilities continue to be found in the most popular operating systems, such 
as the major Linux distributions, Android and iOS, various flavors of Windows, and Apple’s 
MacOS.
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Ubiquitous flaws like cross-site scripting (XSS) flaws (CWE-79); SQL injection weaknesses 
(CWE-787); path traversal (CWE-22) cross-site request forgery (CWE-352); and buffer 
overflows (CWE-119) all continue to hover at the top of the list of identified vulnerabilities.

Dig a bit deeper, however, and new trends can be spotted in the long tail of reported 
vulnerabilities. These include classes of vulnerabilities that were less common in past 
years such as issues with authentication and authorization. Improper privilege 
management (CWE-269) accounted for 616 software flaws in 2021, while 531 
vulnerabilities had their foundation in incorrect authorization (CWE-863).

In addition, Web application programing interfaces (APIs) have become an increasing 
vector of attack, leading the Open Web Application Security Project (OWASP) to launch an 
API Security Top-10 list to enumerate the most common security weaknesses discovered 
in application architectures that use APIs. Authorization and authentication security issues 
affect APIs as well, with three of the top five weaknesses encompassing those problem 
areas.
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Figure 7. While most vulnerabilities disclosed each year are easily fixed, a growing number of less common issues, 
such as improper privilege management, are increasing. [See the full description for each CWE in the index at the end of this article.]
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On the issue of vulnerabilities, open-source organizations such as the Linux Foundation 
and the Open Source Security Foundation (OpenSSF), along with companies that rely on 
open source, including Google, have banded together to identify and help secure common 
and critical open-source components. 

Under its Alpha Omega project, the OpenSSF aims to identify the most critical projects on 
which software and internet infrastructure rely, and the organization’s Scorecard and Best 
Practices Badge aim to set security standards for projects, and give them the ability to 
communicate their adherence to those standards to developers.

However, only a combination of the community improving overall software security, as well 
as vendors giving companies the tools they need to evaluate the threats posed by software 
vulnerabilities, will improve software security more broadly.

SOF T WARE SUPPLY CHAIN SECURIT Y GE T S MESSY
But it is also worth noting what can’t be found in the NVD data. For example, as scrutiny of 
both open source and common development tools and platforms grows, the security 
picture for development organizations and their customers is becoming divorced from 
issues around specific vulnerabilities (like Log4J), and also increasingly messy. 

Vulnerabilities in platforms like GitLab have created openings for impersonation attacks 
and account takeovers—even ransomware attacks that hold code repositories hostage. 
Beyond that, account hijacking subsequent to phishing or other attacks on maintainers has 
stung prominent firms, including GitHub owner Microsoft, and resulted in the theft of 
proprietary code and sensitive data. 

There have also been numerous incidents in which manipulation of open source modules 
has sown chaos among downstream developers and applications. For example, there are 
incidents of so-called “protestware,” in which maintainers of legitimate applications decide 
to weaponize their software in service of some larger cause (be it personal or political).

In March, for example, Brandon Nozaki Miller, the developer of node.ipc, pushed an update 
of his popular open source library that sabotaged computers in Russia and Belarus in 
retaliation for Russia’s invasion of Ukraine (and Belarus’s support for that invasion). The 
new release included an obfuscated function that checked the IP address of developers 
who used the node.ipc module in their projects. IP addresses that geolocated to either 
Russia or Belarus saw node.ipc wipe files from their machine and replaced them with a 
heart emoji, published reports note.

Then in July, the developer Markus Unterwaditzer temporarily deleted code for his popular 
and widely used atomicwrites Python library from the popular code registry PyPI in protest 
over mandated two-factor authentication for maintainers of what are deemed “critical” 
projects—a requirement that is in no small part due to incidents of maintainers’ accounts 
being hijacked and abused. Unterwaditzer said he found the requirement “annoying” and 
“entitled.”
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Such incidents make a strong case for the need for increased security and scrutiny of the 
code hosted on platforms like GitLab, GitHub or npm, that goes beyond research on 
software vulnerabilities and exposures. 

Efforts by OpenSSF and others to promulgate code signing or two-factor authentication 
are important, but they’re not going to solve the problem of trust, says ReversingLabs’ 
Peričin.

Tomislav Peričin
Co-founder and Chief Software Architect, ReversingLabs

They ignore the most problematic bit of it, which is 'how 
do you trust code behaviors?' And that's the problem 
these efforts don't have an answer for: You still basically 
just have to trust the maintainers.

Keeping Pace as Software Supply Chain Attacks Mount
Attackers are already taking advantage of weak links in the modern software development 
pipeline. Attacks on open source repositories, for example, have skyrocketed over the past 
decade, outpacing vulnerabilities found in those repositories, especially vulnerabilities with 
a CVE identifier assigned.

SolarWinds, a legitimate software maker, unwittingly allowed a malicious software update 
to infect its customers. Similar attacks have affected application providers including 
Kaseya, CodeCov and others. Detecting such changes before they compromise enterprise 
systems requires a focus on the code and its behavior, rather than whether the code came 
from a trusted party.

In the past four years, for example, attacks on two popular open-source repositories, npm 
(for JavaScript) and the Python Package Index (PyPI), both grew dramatically. From 2018 
to 2021 attacks on npm and PyPI increased by 271% and 414 %, respectively, or a 
combined 289%. (see chart in Figure 8, next page).

S E C T I O N  3
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Figure 8. Reported vulnerabilities affecting leading open source repositories.

Growth in Software Supply 
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Source: ReversingLabs 
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T HE NVD IS OU T OF S T EP WIT H SOF T WARE SUPPLY CHAIN T HRE AT S
The NVD  is expanding as open source increasingly joins the CNA mix. And as noted above, 
emerging software supply chain threats are an area of concern not reflected in the NVD. 
However, ReversingLabs’ analysis also found the NVD not keeping pace with vulnerabilities 
from third-party sources. As shown in Figure 9, below, public reports and internal 
ReversingLabs research shows vulnerabilities outpacing the NVD—and malware/known 
attacks mounting.
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Figure 9. Vulnerabilities listed in the CVE database don’t fully reflect software supply chain threats. 
The blue bar shows malware/known attacks on the supply chain since 2010 for perspective.
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SHIF T YOUR SOF T WARE SECURIT Y FOCUS T O T RUS T
What does this disconnect mean for the future of public resources like the NVD? Change, 
for one thing. While many tools designed to help secure software-development pipelines 
focus on rating the projects, programmers, and the open-source components and their 
maintainers,  recent events—such as the hijacking of the popular ua-parser-js project by 
cryptominer—expose that that even seemingly secure projects can be compromised, or 
otherwise pose security risks to organizations. 

ReversingLabs’ Peričin says the lesson from emerging software supply chain threats is that 
software security teams need to expand their focus beyond vulnerabilities alone—and even 
source code analysis—to what the actual code is doing, and the runtime behavior of the 
software’s components.

A Call to Action for the NVD—and 
Your Software Security Team
The rise of software supply chain attacks—brought to the fore by attacks like SolarWinds  
and followed by attention from the White House Executive Order on SBOMs and MITRE’s 
more recent System of Trust—is a clear call to action. 

NIST is already advocating for supply chain security. On June 6, MITRE, which manages 
the CVE list for NIST, put the issue front and center when it announced its System of Trust, 
a framework that helps organizations protect against vulnerabilities in the software supply 
chain by standardizing how supply chain security is assessed. 

NIST and the Federal government are also slowly pushing forward to implement the White 
House’s year-old Executive Order on Improving the Nation’s Cybersecurity which requires 
all federal government contractors and software providers to create a software bill of 
materials (SBOM) that can be reviewed.

To keep pace with these larger changes, the NVD public database also needs to evolve. At 
the very least, its scope should expand to consistently include software supply chain 
exposures. Only then will the NVD move closer to representing the full breadth of threats 
facing modern organizations.

As long as we keep ignoring the core of the 
problem—which is how do you trust code—we are not 
handling software supply chain security

Tomislav Peričin
Co-founder and Chief Software Architect, ReversingLabs
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Our analysis of submissions to the NVD so far in 2022 underscores how the growing profile 
of open source modules and CI/CD platforms are inspiring vulnerability researchers and 
driving submissions to the National Vulnerability Database ever higher. However, while 
vulnerabilities like Log4J and attacks like those on CodeCov and other firms make the 
connection between vulnerabilities and supply chain attacks clear, the current NVD public 
database is out of step with a fast evolving landscape of vulnerabilities and exploits. 

True, the delegation of CVE assignment authority to CNAs has greatly improved the fidelity 
of the NVD, but our research suggests that there is more to be done to enlist prominent 
CI/CD platform and application providers as CNAs to better capture supply chain 
vulnerabilities such as those in open source repositories , development tools, and platforms.

Finally, the fact that vulnerabilities from such important software supply chain players aren’t 
in the NVD today shouldn’t stop organizations from expanding their security teams’ scope to 
include software supply chain security. Software security is built on a shared responsibility 
model that requires application development teams, application security teams—and 
security operations teams —to work together to deliver and run secure software.

ReversingLabs worked with Lemos Associates LLC on the analysis and visualization 
of CVE data from the National Vulnerability Database.

INDEX
Figure 7. CWE Definitions.
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