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     Our biggest challenge 
was identifying the 
software risk we bring into 
our organization. Spectra 
Assure brought the 
visibility we needed.

Head of Supply Chain Security

CASE STUDY

A leading global financial institution selected Spectra Assure™ 
to strengthen their third-party commercial software risk 
management program and ensure stringent compliance. With 
Spectra Assure, they now had visibility into any risk and threats 
of vendor-supplied software packages, such as tampering, 
embedded malware, and unexplained behavioral changes. The 
Spectra Assure SAFE Report not only helped identify those issues, 
but allowed the company to share the report with their vendors to 
resolve any issues. This helped meet regulatory standards, reduce 
operational risks, and improve onboarding of new software.

As with many highly regulated companies, the existing software 
acquisition process was mostly manual, required lots of 
paperwork, and often took months to obtain approvals before 
deployment. However, none of these provided any assessment of 
the risk or threats with commercial software they were looking to 
purchase. Additionally, to maintain compliance with various 
industry and government regulations, much of their software is 
deployed as virtual machines that are too large to scan effectively.

Identified Software Risks 
During Acquisition
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Global Bank: Accelerating 
Software Acquisition and 
Reducing Risk with 
Spectra Assure

CHALLENGES:

• Manual software 
acquisition processes

• Automated risk assessment

• No way to assess 
commercial software

• Inability to detect malware 
or tampering

SOLUTION:

• Spectra Assure provides the 
most comprehensive SBOM and 
risk assessment report for any 
commercial application



RL PRODUCTS:

• Spectra Assure

Spectra Assure automates the assessment of commercial 
software, rapidly deconstructing large, complex software 
packages and virtual machines before deployment to identify 
risks and threats in minutes without the need for source code. 
Spectra Assure summarized the findings in the form of a SAFE 
report, which can be securely shared across internal teams and 
back to software vendors to simplify collaboration on remediation 
planning. Within weeks of initial testing, several of their software 
suppliers had addressed significant risks to comply with the 
bank’s new software risk inspection policies.
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While the bank had a robust security team and program, they did 
not have a proper control for the third-party commercial software 
they were acquiring and deploying across the organization. 
Standard questionnaires or even SBOM did not identify risks or 
threats in their commercial software.

With Spectra Assure, they were now able to run a comprehensive 
risk and threat analysis of any commercial software they wished to 
check, which identified any evidence of tampering and malware 
that are indicative of software supply chain attacks, as well as risk 
factors such as software components containing known, 
exploitable flaws, outdated or end-of-life software libraries, 
exposed developer secrets, or disallowed functional capabilities. 
Spectra Assure’s easy-to-implement detection policies enabled the 
bank to minimize their software supply chain risk by identifying 
these issues or threats before software is circulated among and 
deployed across their organization to their employees.

Reduced Commercial Software Risk

RESULTS:

• Accelerated software acquisition
by automating risk analysis

• Reduced risk with malware and
tampering detection for
commercial software

• Closed visibility gaps by
assessing commercial and
third-party components

• Improved policy enforcement
during software acquisition
and onboarding



To satisfy a corporate-wide mandate for all commercial software 
and version updates to be inspected for cyber risks before 
deployment, the team created a phased implementation plan, 
onboarding one business process function or type of software 
at a time.

To start, Spectra Assure was integrated into an existing process 
to onboard and update tools used for internal software 
development. The security team customized Spectra Assure’s 
policy controls to align with their risk tolerance for that type of 
software. The results of Spectra Assure’s scans were integrated 
with their internal risk management tooling via API.

The insights into security risks in the software development tools 
were recognized and currently drive the adoption of Spectra 
Assure into the software onboarding processes across other 
business groups. 

Improved Policy Enforcement

Learn More About 
RL Solutions ReversingLabs is the trusted name 

in file and software security. We 
provide the modern cybersecurity 
platform to verify and deliver safe 
binaries. Trusted by the Fortune 
500 and leading cybersecurity 
vendors, the ReversingLabs 
Spectra Core powers the software 
supply chain and file security 
insights, tracking over 40 billion 
searchable files daily with the 
ability to deconstruct full software 
binaries in seconds to minutes. 
Only ReversingLabs provides that 
final exam to determine whether a 
single file or full software binary 
presents a risk to your organiza-
tion and your customers.

Worldwide Sales:  +1.617.250.7518  
sales@reversinglabs.com
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