
SBOMs: Surfacing Critical 
Software Supply Chain Risks

SOLUTION BRIEF



The Rise of Supply Chain Attacks and SBOMs
In 2020, Solarwinds suffered from the largest software supply 
chain attack in history, which compromised 18,0001 organizations 
and cost them $40 million to remediate2. Shortly thereafter, the 
amount of supply chain attacks spiked, increasing by 300% in 
20213. 

An executive order was issued to address software supply chain 
security, which details how to acquire, deploy, use, and manage 
software and services. It recommends that enterprises collect a 
software bill of materials (SBOM). 

SBOMs help users determine their supply chain risk and identify 
vulnerable, suspicious, or counterfeit software or open source 
tools by listing all components to determine the size of the attack 
surface, stating how software interacts with each other to 
calculate the blast radius, and locating active threats like 
malicious code tampering to prevent supply chain attacks4.

Currently, 49% of American enterprises are “very concerned” about 
the integrity of their components with 88% of security teams being 
projected to collect SBOMs by the end of 2023 to improve 
visibility, understand risks, and make informed decisions5.

However, many enterprises lack proper security measures and 
tools to protect themselves from these attacks by commonly 
using software composition analysis (SCA) tools which have 
partial coverage, failing to identify the entire attack surface and 
severe threats, making teams unaware of severe risks, how to 
react to them, and making them susceptible to supply chain 
attacks.

This solution
brief explores:
• The rise of software 
supply chain attacks

• The popularity of 
software bills of material

• Users’ main concerns 
when collecting them

• How ReversingLabs 
SSCS addresses those 
concerns

• How ReversingLabs’ 
SBOM compares to those 
collected by SCA tools
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Common Problems with SBOMs

The Linux Foundation conducted a study detailing SBOM’s usage, purpose, and public 
perception. They found that SBOM users’ main concerns is that they are unclear of 
key practices to follow, which tools are in place to assemble SBOMs, and how to 
properly use them6.

The purpose of an SBOM is to regularly audit and identify risks within components 
and across environments. To effectively assess supply chain risk, SBOMs must 
identify the total amount of components, their information and function, and 
vulnerabilities and threats embedded within them7.

As a result, there are several key practices that teams should follow when collecting 
SBOMs, which help them evaluate their risk, understand how components function, 
and consistently discover and quickly remediate vulnerabilities and threats.

4 key practices 
for SBOMs and 
risk assessment

1. Understand 
your attack 
surface

Why they’re important

Assess your risk by 
determining the amount of 
open source and third party 
software components in 
your environment

How 
ReversingLabs helps

Identifies open source 
and third party software 
components

How SCA tools’ 
SBOMs fall short

Only identifies 
open source 
components

2. Review how 
components 
function

Validate the integrity of your 
components by seeing 
whether they are up to date, 
how they interact with each 
other, and how often you 
collect SBOMs

Discovers components’ 
general information such 
as: Supplier, version, and 
author name, relationships 
with other dependencies, 
as well as the last time an 
SBOM was used

Finds licenses 
for open source 
components

3. Locate 
vulnerabilities 
and threats

Find common vulnerability 
exploits (CVEs), code 
tampering, and suspicious 
behaviors to discover 
immediate issues which 
lead to supply chain attacks

Detects CVEs, malware, 
tampering, and suspicious 
behaviors with every 
SBOM and ranks alerts 
and provides rich context 
for quick remediation

Detects CVEs, 
contributor reputation 
for open source 
packages, and 
provides alerts with 
little to no context

4. Consistently 
assess your 
environment

Continuously collect SBOMs 
to identify your risk in real 
time and remediate 
emerging problems
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Automatically 
generates SBOMs in 
CycloneDX format

Generates 
SBOMs in a 
general format
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SBOM

SSCS

ReversingLabs vs SCA SBOMs
Software Bill of Materials (SBOM) are a vital resource to improve visibility and 
manage supply chain risk. It is important for security teams to adopt the right tools to 
monitor and protect the right things.

While software composition analysis (SCA) tools collect SBOMs, they cannot detect 
third party software components, have limited background information about open 
source packages and files, and cannot detect active threats and behaviors that lead 
to supply chain attacks. This gap in coverage prevents users from seeing their entire 
attack surface, understanding their risk, and identifying issues that directly lead to 
supply chain attacks.

ReversingLabs’ software supply chain security (SSCS) platform assembles an SBOM. 
This identifies third party software and open source components as well as active 
threats, with alerts ranked by severity with recommended steps for remediation, 
providing users with a detailed view of their supply chain risks, helping them locate 
and respond to malware and tampering, and understanding their risk profile.

These key practices help teams define the size of the attack surface, how 
components are monitored and maintained, and if there are severe issues that must 
be addressed, outlining their risk profile and helping them effectively respond to 
vulnerabilities and threats across the software supply chain.



About ReversingLabs
ReversingLabs, the leader in software supply chain security, offers the only holistic 
software supply chain solution that secures 3rd party software and open source 
components and identifies active threats. ReversingLabs provides protection against 
malware and tampering in pre and active production. For more information or to 
schedule a demo, contact us today.

Risk Auditing

Collect a software bill of 
materials (SBOM) and 
historical record to identify all 
3rd party software and open 
source components that 
existed in your environment to 
visualize your attack surface.

Comprehensive 
Security Coverage

Monitor and secure open 
source and 3rd party software 
components to identify 
malicious updates and 
packages.

Active Threat Detection

Identify and eliminate malware 
and tampering before 
deployment.

Contextual Alerting

Ranks alerts by severity and 
time to resolve to help teams 
efficiently respond to the right 
threats and vulnerabilities.

Suspicious 
Behavior Identification 

Understand baseline behaviors 
and identify suspicious actions 
and anomalies.

Policy Customization

Create custom policies to 
locate and prioritize threats and 
risks specific to your 
environment and enforce 
consistent security standards.

ReversingLabs SSCS Features
The ReversingLabs SSCS platform secures open source and third party software 
components and protects organizations from persistent and major threats and 
risks. With a holistic approach to supply chain security, our platform enables 
enterprises to prevent attacks.
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