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Agenda

e 2025 DBIR Report Overview
e Key Findings

o Third Party Involvement in Breaches
o Sensitive Information Exposure
o Enterprise Al Risks

e Q&A
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2025 Data Breach
Investigations Report

The authoritative source of
cybersecurity breach information

\Y4 verizon

business




Overview of Report

verizon 6

business Verizon confidential and proprietary. Unauthorized disclosure, reproduction or other use prohibited.



A comprehensive look at data breaches

18 22,052

years of the Data Breach incidents reviewed in our 2025
investigations Report report
victim countries identified data breaches analyzed in our
: 2025 report

verizon

business Verizon confidential and proprietary. Unauthorized disclosure, reproduction or other use prohibited.
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Third Party Involvement in Breaches




Third-Party Breaches Up 100%

Yes, includes Third-Party Software

0% 20% 40% G0% BO%
B0% of breaches involved a human element (n=10,798)

“The percentage of
breaches where a third ooy ndnsomerews n-rs59
party was involved
doubled, going from
15% to 30%.”

17% of breaches were Espionage motivated (n=8,045)

O 20% 40%, G0% 80% 10056

Figure 7. Select key enumerations in breaches

Source: Verizon, “2025 Data Breach Investigations Report”, 2025
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https://www.verizon.com/business/resources/Tc76/reports/2025-dbir-data-breach-investigations-report.pdf
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Embedding Security in Procurement

Proactively mitigate the risk of vulnerability exploitation in vendor products

“From the discussion, it was
clear that having a security
outcome component as part of
the vendor selection process
was more and more justified
as we continued to see growth
in the exploitation of
vulnerabilities as one of our
initial access Actions.”

©2025 ReversingLabs — All Rights Reserved
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Figure 16. Known inital access vectors over time in non-Error, non-Misuse breaches
(nin 2025 dataset=9,891)

Source: Verizon, “2025 Data Breach Investigations Report”, 2025
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https://www.verizon.com/business/resources/Tc76/reports/2025-dbir-data-breach-investigations-report.pdf

Vendor Risk Mitigation

Defense strategies differ based on nature of relationship

Vendor that connects to
your network

1" ©2025 ReversingLabs — All Rights Reserved
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#

Vendor hosting your
data in their environment

N

Vendor in your supply
chain
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W you were in any other industry and a
fundamental flaw was introduced in your
supply chain due to defective raw materials
or machinery, your organization would at
the very least be sending a sternly worded
letter to the supplier. Il

Verizon 2025 Data Breach Investigations Report

ed Source: Verizon, “2025 Data Breach Investigations Report”, 2025 TRUST DELIVERED


https://www.verizon.com/business/resources/Tc76/reports/2025-dbir-data-breach-investigations-report.pdf
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Speaking of a sternly written letter....

JP h."l[}r{_};an | CHASE i:i Solutions. - Who We Serve Insights About Us -~

Tr-rh1:;lftg,-.-.‘-.tmlrhrm » TechBlog > A etter to Tt Party Supplic

“There is a growing risk in our software

An open letter to third- ~ supplychain
partv Supp“el‘s We've seen the warning signs

firsthand. Over the past three years,
our third-party providers experienced a
number of incidents within their
environments. “

https://www.jpmorgan.com/technology/technology-blog/open-letter-to-our-suppliers
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RL’s 2025 SSCS Report

A deep dive into commercial VPN client security

.
RL Threat Researchers evaluated 20 distinct versions
of VPN clients from six, prominent vendors and found

worrying trends.

e 7 of 20 VPN packages contained one or more
software vulnerabilities that are patch mandated
and/or that are being actively exploited by malware.

e A VPN package from a prominent vendor contained
50 CVEs

m 4 CVEs rated “critical” severity and actively
exploited by malware

m 12 CVEs rated “high” severity

m CVEs dated back to 2009 with patches
available but not applied

e 4 of 20 VPN packages we scanned contained
exposed developer secrets - a popular target for
malicious actors.

14 | ©2025 ReversingLabs — All Rights Reserved ~ Source: Reversinglabs, 2025 Software Supply Chain Security Report, 2025

AL AEVERSING

THE 2025

Software Supply | .

Chain Security
Report

Attacks Grow in Sophisticatiom -
Targeting Al, Crypto, Open Source, .
and gommercial Software )

\"‘... W o~ b Sy
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https://www.reversinglabs.com/sscs-report-thank-you
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Sensitive Information Exposure




Secrets Exposed

Exploring the categories of enterprise secrets leaked in public

. . 0% 208 40% B0% BO% 100%
Kev Flndlngs Web application infrastructure (39%)
. 50% of all development and CI/CD -
] ) Development and CI/CD (32%)
secrets that are being leaked are Gitlab -
tokens |
Cloud infrastructure (15%)
. 66% of disclosed web application .
infrastructure secrets are JSON Web Database (5%)
Tokens (JWT), commonly used in '
authentication, session management Misc (5%)
and access control mechanisms. '
. . 0% 205% 40% B0 B0% 100%
. 43% of disclosed cloud-infrastructure _
Figure 12. Top categories of exposed
secrets are Google Cloud API keys. secrets in public git repos (n=441,780)

Verizon 2025 Data Breach Investigations Report
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https://www.verizon.com/business/resources/Tc76/reports/2025-dbir-data-breach-investigations-report.pdf

Secrets Exposed

Diving deeper into the categories of secrets identified in NPM

Types of Discovered npm Secrets 2024

Private SSH keys

1%3? zjg;i? Private keys
Embedded private keys
Encrypted private keys
Web service access credentials
Web service access tokens
2952'325' Ve Web service APl keys

Webhook service access keys

Figure 13: Secrets Discovered on npm in 2024.
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“When looking at the types of
secrets that were most often
discovered lurking in open-
source repositories, the vast
majority — close to 80% — fell
into three categories: private
keys, web-service API keys, or
web-service access tokens”
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https://www.reversinglabs.com/sscs-report-thank-you

Development Secrets Leaks Jump 12%

Secrets exposure increasing across major OSS communities

Secrets Leaks by Open-Source Platform 2023-2024

I 2023 | 2024

PyPI NuGet Ru vaems

Open source package manager

Figure 10: Secrets Leaks by Open-Source Platform 2023-2024.

18 ©2025 ReversingLabs — All Rights Reserved Source: ReversinglLabs, 2025 Software Supply Chain Security Report, 2025

“Secrets leaks across the four
major open-source repositories
RL tracks — npm, PyPI, NuGet,
and RubyGems — continued to
be a major issue in 2024, with the
number of discovered secrets
detected by RL standing at
45,816 through September 30,
2024 — a 12% increase from the
same period a year earlier.”
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https://www.reversinglabs.com/sscs-report-thank-you
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Enterprise Al and ML Risks




GenAl Risk in Corporate Environments

Growing concerns of non-integrated/sanctioned Al use

|ml|$||al|Q||g||a||Qngnmn$nanmngugl |$| IQI |Q|

“A”ta'YZ‘”g d*’fa frgft“hcf:%atef bFOWISGF monitoring e 0 1 3 0 0 0 g g 1 ) 0
systems, we found tha o of employees were
routinely aCCGSSing GenAI SyStemS on their IQIIQIlallglIQIlallmlImllgllallgllallallalIQIIQIIQI
corporate devices. Figure 24 illustrates an even {8 68 6 6 6 ) D 0 ) D 6 D ) 6
more concerning picture: A large number of those e 6 a0 D R D D 0 D D D D o D D B
V(;ere ]?'the][ “:'”9 a ”°”'C<(>;F2>;f7te email a; the e 3 3 1 0 . 0 1 ) 1 1 0 1 1
identifier of their account 0) or using their
corporate email without an integrated authentication ‘86568 6868 6 5 68 £ B B D B B D 6 RV B
system such as Security Assertion Markup - O I T T e T I e T I O e T <
Language (SAML) in place (17%), suggesting that |mnmnal|$u$||Qn$u$nmnml|mnﬂugn@n$|IQI|$u$|
accessing those systems may not be a part of the e 0 3 0 £ £ 1 1 D £ £ D D 0 6
sanctioned applications allowed in their corporate

GenAl account credentials Personal Corporate, not integrated

environment.”

Figure 24. Percentage breakdown of GenAl service access account types
(each glyph is 0.5%)
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https://www.verizon.com/business/resources/Tc76/reports/2025-dbir-data-breach-investigations-report.pdf

The MLephant in the Room

PICKLE FILES: THE NEW ML MODEL 80% OF ML MODELS ARE

ATTACK VECTOR Vulnerable to Code Injection and Arbitrary Code Execution

Your favorite brined serialization format, now with a side of attack framework

| BLEEPINGCOMPUTER

Home 3 Hews > Securty > Malicicus Al models an Hugging Face backdeos users’ machines

Malicious AT models on Hugging Face backdoor users’
machines

By Bill Toulas

Februairy 28, 2024 D12 PM
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https://www.splunk.com/en_us/blog/security/paws-in-the-pickle-jar-risk-vulnerability-in-the-model-sharing-ecosystem.html
https://www.splunk.com/en_us/blog/security/paws-in-the-pickle-jar-risk-vulnerability-in-the-model-sharing-ecosystem.html
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Using Deserialization to Spread Malware

_ O10101011010
Object 1 SERIALIZATION 1
TT1T1T11T1111 11

PKL, ONNX,
H5/HDFS...

File format

Bytestream

O10101011010
1 DESERIALIZATION 1
TT1T1T111111 11

Object

Bytestream

EXECUTE ACCESS SYSTEM
CODE INTERFACES

NETWORK
CONNECTIONS
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MANIPULATE OTHER
PICKLE FILES

CREATE NEW
PROCESSES
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Establishing a Robust SSCS Strategy

Build SAFE. Buy SAFE. Stay SAFE.



Additional Resources

2025 Data Breach B ceveisnc
Investigations Report .
Software Supply | .. REVERSINGLAES
Chain Security . -
The CISO
Survival Guide

Sophistication
pen Source,

Malicious ML models
discovered on
Hugging Face platform

The CISO Survival Guide

Developers working on machine learning take
note: RL threat researchers have identified
nullifAl, a novel attack technique used on
Hugging Face

TRUST DELIVERED
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https://www.reversinglabs.com/the-ciso-survival-guide-thankyou
https://www.verizon.com/business/resources/reports/dbir/
https://www.reversinglabs.com/sscs-report-thank-you
https://www.reversinglabs.com/blog/rl-identifies-malware-ml-model-hosted-on-hugging-face

Upcoming Events
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End of Life (EOL)
Equipment should
not mean End of Life a4 .
(Your Life) Panel

TUESDAY, AUGUST 5TH

Paul Roberts
600 pM PST 'A','",'_ TOR I_L:l'-,--‘lu A'nxv
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https://www.reversinglabs.com/black-hat-usa-2025
https://www.reversinglabs.com/black-hat-usa-2025
https://www.reversinglabs.com/black-hat-usa-2025
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